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Abstract

Cryptography plays a critical role in modern information security, safeguarding
communications and data in an increasingly interconnected world. From classical
encryption techniques to modern symmetric and asymmetric systems, cryptography
underpins essential services such as online commerce, secure messaging, and password
protection. With the rise of sophisticated cyber threats—including data breaches, denial-
of-service attacks, and identity theft—ensuring data confidentiality, integrity,
authentication, and non-repudiation has become paramount. Although contemporary
cryptographic systems offer robust protection, vulnerabilities often lie outside these
schemes, necessitating broader security strategies. The advancement of quantum
computing introduces both challenges and opportunities, especially with quantum key
distribution (QKD) offering unprecedented levels of secure communication. Continued
research in classical and quantum cryptography remains vital to addressing current
and emerging security needs in digital communication and commerce.
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1. Introduction to Cryptography

Cryptography plays an essential role in modern life, enabling secure communication
over insecure channels. Its use in government and military communication dates back
more than two millennia, yet it has become an integral and indispensable part of daily
life only in recent decades. The development of secure cryptographic algorithms and
protocols—such as public key agreement, digital signatures, one-way hash functions,
and message authentication codes—is one of the major achievements of modern science.
But there are still many security problems on the Internet, including denial-of-service,
spyware, viruses, malware, phishing, and theft of identity. These issues typically arise
by circumventing cryptography, rather than by breaking it directly. Cryptographic
protocols also provide the means to protect against phishing, server flooding, and certain
side-channel or chosen-protocol attacks that exploit implementation details and physical
variations. Nevertheless, the advent of large-scale quantum computers would threaten
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many of the widely deployed cryptographic techniques and thus the bulk of secure
communication worldwide. On the other hand, it also opens up new possibilities that
cannot be realized classically, such as quantum cryptography, whose objective is not
secrecy, but rather to provide two parties with a means of establishing a secure secret
key starting from an authentic channel. By employing the laws of quantum physics,
cryptographic tasks can be performed that beyond the reach of classical information
processing (Stebila, 2009). During this time when the Internet provides essential
communication between tens of millions of people and is increasingly used as a tool for
commerce, security is a crucial concern. The spectrum of security needs ranges from
secure commerce and payments to private communications and protecting passwords.
One essential aspect of secure communications is cryptography (C. Kessler, 2016).
2. Historical Overview of Cryptography

The term cryptography is derived from the Greek word “kryptós” meaning hidden or
secret and “graphia” meaning writing. Cryptography is the method to secure data so
that it remains secret between a sender and intended recipient, while anyone else can
only see a random string of gibberish (Tolba, 2024). It is a strategy that is widely adopted
across communication services and platforms. The aim of cryptography is to safeguard
messages from untrustworthy parties. Simple substitution ciphers can be cracked by
analyzing the frequency distribution of symbols. Its history involves a back and forth
between the study of encryption and cracking ciphers.

Kerckhoff’s principle states that the security provided by a cryptographic system
ought to depend solely on a randomly generated key that stays secret, not on efforts to
obscure the system’s design. An encryption technique consists of three components:
plaintext, a key, and ciphertext; recovering the plaintext requires knowledge of the
key. Keys can be changed regularly, so even if one is compromised, the exposure remains
limited. During the Second World War, the Germans designed the Enigma and the
Lorentz machines, which used electrical signals and rotating rotors to implement
complex substitution ciphers.
3. Types of Cryptography

Basic cryptographic schemes are categorized primarily into three groups: secret key,
public key, and hash functions. Secret key, also called symmetric key, cryptography
uses a single secret key for both encryption and decryption of data that is shared between
communicating parties (C. Kessler, 2016). The name symmetric arises from the
symmetric manner in which the same key performs both functions and must be known
to both sender and receiver. Public key, also called asymmetric key, cryptography
involves a pair of mathematically related keys, publicly and privately held. One key,
usually the public key, is used to encrypt a plain message, while the other key, the
private key, is used to decrypt the resulting ciphertext into plaintext. A message
encrypted with one of the keys in the pair can only be decrypted with the other. Hash
functions convert an arbitrary length message into a fixed size message, the hash value,
through a series of non-linear steps; a message digest is a hash value used to verify the
original message content. Modern cryptography rests on the concept of Kerckhoffs’
Principle, which states that a cryptographic system must depend solely on the secrecy
of the key rather than the secrecy of the system itself (Tolba, 2024). Encryption is the
transformation of a message, the plaintext, into an encoded message, the ciphertext,
by means of a randomly-generated key, with the critical point that the ciphertext cannot
be reversed to obtain the original message without the key. This situation remains
essentially unaltered even if the cryptographic system and its implementation are fully
known by an adversary. The availability of various keys provides a means for regular



Procedure International Journal of Science and Technology                               ISSN: 2584-2617 (Online)

Volume: 2, Issue: 8, August 2025                             (3)                                           www.pijst.com

system and key updating and restricts the impact of compromise to a single key, allowing
the system to remain otherwise secure.
3.1. Symmetric Cryptography

The foundation of a modern digital society relies on a framework of computer
technology, which is relevant in many fields but especially in communication. In fact,
it is the leading form of communication, apart from in-person conversation. Messages
need to remain confidential to a selected number of people in many cases, for example
company discussions or government negotiations. Currently, cryptography is widely
employed to provide confidentiality. Additionally, authentication and data integrity
are also realized by these systems. There are two major cryptography types, symmetric
and asymmetric cryptography. Symmetric cryptography is one of the cryptography
types that depend on a single secret key to perform two different functions: encrypting
data and decrypting data. It is the oldest and most widely adopted type of cryptography
that solved many communication problems since the 1970s. Each person who sends or
receives a message should have the same key, allowing both to perform the encryption
and decryption functions. Using different keys would be expected to fail to convey
messages (Tolba, 2024).

Distributed systems refer to multiple systems that cooperate to obtain a unique
functionality. Distributed systems are widely used for several emerging applications,
such as cloud computing and grid computing, among others. For many emerging
distributed system applications, the secure transmission of information over the public
network plays a significant role. The data transfer between the entities in such a context
is subjected to various attacks due to the broadcast nature of the network; hence security
is an essential issue. Cryptography, digital signatures, secure socket layer (SSL), etc.,
are popular techniques used for protection. Encryption and decryption of data play a
vital role in the system. These procedures form the foundation of cryptography.
Cryptography is a procedure to ensure secure communication. It encrypts the original
message and sends it in the ciphertext form to the intended receiver, who will be able to
decrypt and obtain the original message. Cryptographic algorithms provide basic
security services such as confidentiality, authentication, and integrity of data (Babu et
al., 2013).
3.2. Asymmetric Cryptography

In addition to symmetric-key cryptography, the world of cryptography has also
embraced another concept: asymmetric-key cryptography. Asymmetric-key
cryptography, also known as public-key cryptography, is an essential cryptographic
element for secure communication in modern systems and devices. The main idea
behind this concept is for two or more users to exchange information securely without a
previous secret key exchange.

In this method, each user utilizes two types of keys: public and private. The public
key is used for message encryption, and therefore it is distributed among a group of
users, while the private key is used for message decryption and is kept secret by the
user. Provably asymmetrical functions are used to resolve the problem of key
distribution required for the encryption and decryption process in asymmetric key
cryptography, a problem considered difficult in symmetric key cryptography. Based on
the type of cryptography used, the two main important cryptography schemes are RSA
Security (Rivest-Shamir-Adleman) (asymmetric) and DES (Data Encryption Standard)
(symmetric).
3.3. Hash Functions

Cryptographic hash functions produce a succinct “digest” that enables verification
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of the authenticity of a far larger input message (Backes et al., 2012). A collision occurs
when two different data inputs to a hash function produce the same output. A
cryptographic hash function must be preimage resistant and second preimage resistant,
which means it should be infeasible to construct input data matching a known hash
digest or to find different inputs with the same digest (Jr. Doughty, 2010). Hash functions
can be used to store passwords secure by storing only the digest and not the actual
password; if the database is compromised, attackers learn only the digest rather than
the password itself. They are also useful for verifying data integrity of files downloaded
from mirrors or peer-to-peer networks since a computed digest can be compared against
a published digest to detect tampering. Numerous cryptographic systems incorporate
hash functions as a central element of their design. Many widely used hash functions,
including SHA-1 and MD5, are subject to collision attacks, motivating ongoing efforts
to design replacements resistant to emerging cryptanalytic techniques. The Merkle-
Damgård construction, which underpins several widely deployed hash families,
iteratively compresses blocks of the input message into a single value. This approach
guarantees that finding collisions in the overall function is as hard as finding collisions
in the underlying compression primitive. Formal verification methods have been
developed to check the correctness of related security proofs and are capable of verifying
the security properties of generic Merkle-Damgård implementations.
4. Cryptographic Algorithms

Today, digital data security is primarily ensured through cryptographic algorithms.
Designing a cryptographic algorithm involves establishing a mathematical problem,
depending on a set of parameters, that should be computationally unfeasible to solve
within a reasonable time frame. The classic example is the RSA cryptosystem, where
the assumption is that factoring the product of two large prime numbers (used as the
key) is computationally difficult. The security level of an encryption algorithm depends
on the size of the key space, the secrecy of the key, the key length, the initialization
vector, and the interplay among these elements (Çeliku et al., 2018). Cryptographic
algorithms play a critical role in guaranteeing data confidentiality, integrity,
authentication, non-repudiation, and access control. For instance, secret key (or
symmetric) encryption employs a single key for both encryption and decryption.
Encryption algorithms such as Data Encryption Standard (DES) and Advanced
Encryption Standard (AES) are widely used symmetric key algorithms, as is the RC4
stream cipher. The elliptic curve cryptography (ECC) is a public-key cryptography
technique based on the algebraic structure of elliptic curves over finite fields (C. Kessler,
2016).

Performance and security of cryptographic algorithms vary according to their
structure and the application scenario. Nevertheless, most failures of deployed
cryptographic systems arise not from algorithmic weaknesses but from implementation
errors or improper integration with the surrounding environment. New encryption
schemes include hybrid encryption, which combines the scalability of public-key systems
with the speed of symmetric-key systems, and format-preserving encryption, which
renders data indecipherable while maintaining its format and thus facilitating
compatibility with legacy applications or database schemas. Following a 2009 breach
that exposed more than 130 million card numbers, Heartland Payment Systems widely
adopted format-preserving encryption.
4.1. AES (Advanced Encryption Standard)

AES (Advanced Encryption Standard) was established as a worldwide encryption
standard in 2001. It is based on the Rijndael algorithm, named after its Belgian
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developers (Abikoye et al., 2017). AES is a highly secure encryption method that relies
on a well-publicized mathematical framework and currently exhibits no known
vulnerabilities. It withstands all forms of cryptanalysis, including differential, linear,
interpolation, and square attacks. AES has undergone extensive global scrutiny, and
no exploitable weaknesses or hidden back doors have been discovered. The algorithm
satisfies the key requirement for a robust encryption system: providing such a vast key
space that brute-force attempts are impractical. It supports key sizes of 128, 192, and
256 bits, meeting this criterion. Optimal security entails selecting the appropriate AES
variant for each particular use case. A strong cipher is necessary but not sufficient for
security; effective implementation and the use of unpredictable keys play a crucial role
in maintaining confidentiality (Jyotsnananda Vittal Vihari & Naveen, 2017).
4.2. RSA (Rivest-Shamir-Adleman)

Introduced in 1977 by Rivest, Shamir, and Adleman, RSA remains the most widely
used public-key cryptosystem today (Jay Luo et al., 2023). Its versatility permits a broad
range of applications for encryption and digital signatures, which are employed in
securing email transmission, electronic payments, and certificate-based authentication,
for example. Consequently, maintaining robust RSA security remains a critical objective.
One recent key-generation enhancement proposes the use of five primes instead of two
to create a significantly more resilient system (CHIMA UKWUOMA & HAMMAWA,
2015).
4.3. SHA (Secure Hash Algorithm)

The SHA (Secure Hash Algorithm) family supports cryptographic hash functions
for generating digests from digital inputs, which is instrumental for digital signatures
and message authentication. SHA-1 is a one-way hash function that condenses messages
under 2^64 bits into 160-bit digests. With the introduction of SHA-2, NIST defined
variants offering 256-, 384-, and 512-bit digests to provide enhanced security (sekhar
murala & Purnasekhar, 2014). SHA-2 employs a larger initial message block count,
fewer rounds, and incorporates both right and left shifts, along with 64 round constants,
resulting in a complex transformation process. Explicit specifications are available, in
addition to SHA-3 (Reddy P.Suresh Varma Pallipamu.Venkateswara Rao *, 2016).
Given that security vulnerabilities discovered in 2005 have significantly undermined
the collision resistance and preimage resistance of SHA-1, many implementations have
transitioned to SHA-2 (Michael Bellovin & K. Rescorla, 2005). NIST standards from
2010 likewise restrict the use of SHA-1 for new applications; however, SHA-1 remains
part of TPM specifications, and TPM firmware updates continue to support it.
5. Applications of Cryptography

The widespread adoption of the Internet increases the need for secure communication.
Cryptography provides mechanisms for secure transfer of information, secure storage
of information, and cooperative functions such as electronic voting and digital cash.
Historically, cryptography had a limited number of applications, primarily military
courier communications. The advent of the Internet and emerging applications require
a reconsideration of existing systems and the development of new techniques,
addressing issues of confidentiality, entity authentication, data integrity, and
nonrepudiation (Mohammed Khan et al., 2013).
5.1. Secure Communication

The Internet and open computer networks have become the main means of
communication in recent years. However, these networks are vulnerable to attacks such
as eavesdropping, impersonation, or denial of service. Many organizations contain
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sensitive information that must be protected for reasons of privacy or competitive
advantage. It is therefore essential to provide a high degree of security for data stored
or communicated over a network or transmitted between a user’s terminal and a central
host or mainframe. A secure system must maintain the integrity and privacy of the
data against unauthorized users. Appropriately devised solutions to the specific risks
must be found and implemented.

Cryptography is one of the primary tools employed to secure communications by
hiding the contents of a message and thereby ensuring confidentiality. Cryptography
is the art and science of designing secret codes and ciphers to ensure secure
communication over a public channel. This technology has a long history and it is closely
associated with the development of security and secrecy. The first modern text-book
treatment of cryptography was published in 1883 by Auguste Kerckhoffs. The 1970s
can be considered as the birth of modern cryptography. The challenge was to develop
an efficient system to guarantee the security of electronic data and design more reliable
techniques for protecting them over an insecure network. Present-day cryptography is
intended to provide a cost-effective security for data communicated over a network or
stored on a computer. It aims to disguise the information being sent to prevent any
opponent from learning anything about the original data.

There are three widely recognized forms of cryptography: Secret Key Cryptography,
Public Key Cryptography, and Hash Functions. Secret Key Cryptography uses a single
secret key for both encryption and decryption. Examples of Secret Key algorithms are
DES, 3DES, AES, RC2, RC4, RC5, IDEA, and Blowfish. Public Key Cryptography uses
one key for encryption (called the public key) and another for decryption (called the
private key). Examples of Public Key algorithms are RSA, Diffie-Hellman, and El
Gamal. The key concepts of cryptography, terminology and nomenclature, are typically
introduced using an example of two people who want to communicate. In many books
on cryptography these two characters are named Alice and Bob, while other parties are
given names such as Carol and Dave (C. Kessler, 2016).
5.2. Data Integrity

Data integrity verifies that information has not been altered, either intentionally or
accidentally, between the source and destination. It is important for data stored on a
disk, transmitted over a network, or held in memory. Cryptographic checksums, keyed-
hash message authentication codes, and digital signatures verify data integrity. While
conventional checksums detect accidental changes, they are insufficient against
intentional modification. Cryptographic techniques can also locate a change within a
data block (Mohammed Khan et al., 2013).
5.3. Digital Signatures

Digital signatures provide a means of binding an identity, or other information, to a
message (Longmate et al., 2020). In the digital age they are the cornerstone of trust in
information exchanged on public networks and form the basis of many security protocols.
The promise that such schemes offer a fixed “unforgeability” based on on the hardness
of computational problems is challenged both by the regular discovery of new
mathematical results and the accessibility of increasingly powerful computing
technology—threats that are exacerbated by the emergence of quantum computation.
These concerns are, by no means, new; digital signature schemes have been widely
reviewed and the potential vulnerabilities of existing solutions widely discussed.

Post-quantum variants of classical, hash and lattice-based schemes have been
developed with the goal of providing security against quantum algorithms while
preserving features necessary for wide uptake and continuing to rely on classical
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infrastructure. Meanwhile, schemes that provide methods for signing information
transmitted on quantum channels offer provable security metrics, in the same spirit as
QKD. Both platforms have important roles to play in the development of future security
infrastructures and the practicality of novel signature schemes remains an important
consideration in the ongoing development of the field.
6. Cryptography in Cybersecurity

The use of encryption with modern cryptographic techniques is necessary for secure
data transport on networks and in transmissions with other devices (C. Kessler, 2016).
Implementing cryptography protocols in a system not only safeguards confidentiality
but also assures authenticity and data integrity by validating the sender’s credentials,
a fundamental requirement in secure network communications (Mohammed Khan et
al., 2013). Systems that utilize strong cryptographic processes are extremely difficult
to compromise and remain the primary mechanism to guarantee security of data during
transport.
6.1. Role in Network Security

Communication networks are vulnerable to various security threats, such as
eavesdropping, masquerades, message tampering and denial of service attacks, which
are either internally or externally launched to breach the system. Thus, contingent
methods are required to safeguard the messages from these risks (Mohammed Khan et
al., 2013). Network security is defined as the provision of provisions and policies to
prevent and monitor unauthorized access, alteration or misuse of a computer network
and the associated network-accessible resources. It involves the authorization of access
to data in a network, which is controlled by the network administrator. Users are
assigned an ID and password that allows them access to information and programs
within their authority. An important aspect of securing communications is the use of
cryptography to hide the content of the message in a way that only the intended
recipient can access it (C. Kessler, 2016).
6.2. Protection Against Data Breaches

One important aspect for secure communications is cryptography. In a networked
world faced with threats such as masquerades, corruption, and denial of service attacks,
secure systems must maintain data integrity and privacy during storage and
transmission. Cryptography therefore plays a key role in protecting information and
ensuring confidentiality of network communications.

Modern cryptography is complex and designed to protect both data stored
electronically and data transmitted across networks. Following the publication of the
Data Encryption Standard (DES) in the 1970s, the discipline expanded rapidly and
the development of numerous algorithms, techniques, and approaches continues today.
The two main categories of cryptosystem are symmetric, using a single secret key, and
asymmetric, using a pair of public and private keys.
7. Challenges in Cryptography

Cryptography, as a foundational technology for secure communication, has been
widely applied to solve a host of security challenges that cannot be otherwise addressed
at a reasonable cost. However, many other security problems remain problematic even
with cryptography— denial of service attacks, spyware and viruses, phishing, identity
theft, and to some extent, insider attacks. In many cases, these arise not from flaw or
breakage in the cryptographic algorithms themselves, but from ways around or beyond
cryptography (Stebila, 2009). Contemporary research, therefore, aims to extend
cryptographic techniques to encompass these broader non-traditional threats. Example
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goals include mechanisms that protect passwords from phishing, defenses against bogus
server requests, and countermeasures for side-channel attacks. Further, the discipline
also grapples with quantum computing, a threat that undermines many traditional
public-key schemes. Quantum cryptography promises significant advances, notably
through quantum key distribution—a method enabling two parties that share an
authenticated channel to establish a secure key independently of any input data, an
impossibility within the framework of classical physics. Although many of the
fundamental goals for cryptography were initially developed decades ago, the field
continues to generate economically significant new techniques.
7.1. Quantum Computing Threats

Quantum computing’s capabilities in factorizing large numbers and computing
discrete logarithms pose a significant threat to encryption techniques like RSA and
ECC, which safeguard data integrity across infrastructure and cloud systems. As
quantum computers advance, they could undermine established encryption, allowing
unauthorized access to critical data. The transition to quantum-safe cryptography is
essential to address vulnerabilities in existing systems, including attacks on algorithms
like RSA, Diffie-Hellman, and elliptic curve cryptography. These vulnerabilities could
lead to data interception, decryption of sensitive information, identity theft, financial
fraud, and manipulation of critical records. Ensuring infrastructure security requires
exploring cryptographic techniques resistant to quantum attacks across applications,
data, operating systems, hardware, and networks (Baseri et al., 2024).
7.2. Key Management Issues

The most significant challenge in cryptography is the management of keys. When
symmetric cryptography is employed, keys must be shared between two parties,
necessitating strategies for their secure exchange (King Opoku, 2012). Basic key
management techniques generally involve three phases—key generation, key
distribution, and key updating (C. Kessler, 2016). Before elaborating on each phase,
the distinction between symmetric and asymmetric cryptography is critical. Symmetric
cryptography deploys the same key for both encryption and decryption. In contrast,
asymmetric cryptography involves a public key for encryption and a private key for
decryption. Sharing public keys is more straightforward, which allows the addressing
of key distribution and authentication problems, albeit at the expense of greater
computational complexity.

During key generation, keys are produced by Alice, Bob, or a central trusted authority,
often referred to as Trent. The key distribution phase encompasses the exchange of
keys between communication parties. To prevent unauthorized access during
distribution, techniques such as secret sharing and digital envelopes are utilized. The
multiparty key exchange protocol generates a common secret key among multiple
parties, while the key transport protocol involves a trusted entity generating and
distributing the key. Following distribution, the key updating phase replaces the initial
key with a new one after a predefined period. If the old key has been compromised, key
renewal protocols enable parties to update their keys securely through Trent’s
assistance, a process that can affect individual privacy.
8. Future of Cryptography

As digital infrastructures expand, protecting information across physical, financial,
and intellectual domains has become increasingly critical. Technological progress has
enabled increasingly ambitious architectural designs for the storage and dissemination
of information. In parallel, concerns regarding the security of these systems have become
an ever-more prominent aspect of the problem. Cryptography, the science of obscuring
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information to protect it from adversaries, has emerged as a fundamental tool to
facilitate the implementation of secure communication, commerce, and memory.
Relational databases have seen particularly notable growth over the past two decades
and are generally regarded as the most effective method of providing information services
to a heterogeneous user-base. Ubiquitous support for services of this type is provided
by query languages such as SQL.

Employing a database to store information that must be kept secret from the database
server consequently applies the familiar methods of data encryption and decryption to
secure the individual data items. Securing these operations using mechanisms such as
the AES cipher is widely recognised as a standard measure to protect sensitive data. A
practical alternative is the encryption of individual fields or columns within a table.
Several forms of encryption have found application in commercial products, typically
to protect credit card information or other financial data. All such forms of encryption
render basic queries inaccessible to the server.

There is a natural demand for a task that is both fundamental to database systems
and well-known in the cryptography literature; that of recognising when a given
encrypted value corresponds to the same underlying plaintext as another element.
Several advanced query facilities rely heavily on this ability, including selection, joins,
and certain forms of clustering. Each authority has produced results aimed at enabling
encrypted databases to become commercially viable, and the state of the art is
continuously evolving. Because the ability of the server to establish relationships
between encrypted values is central to many queries, special cases of these techniques
are arguably the closest contemporary approach to the notion of secure databases. Many
cryptosystems are resistant to threats from quantum computing. A full understanding
of vulnerabilities and solutions is critical for the continued growth of the information-
based civilization. Most cryptography is based on simple mathematics and divided into
symmetric-key and asymmetric-key cryptosystems. The asymmetric systems, for
example RSA and Diffie-Hellman, are vulnerable to quantum attacks, which are often
fundamental to their design. Symmetric-key cryptosystems use the same key for
encryption and decryption and are suitable for single-party applications such as
encrypting files (Marron, 2018).
8.1. Post-Quantum Cryptography

Cryptographic algorithms that will be resistant to attacks by quantum computers
are one of the most important considerations today. Quantum computing allows certain
mathematical operations to be performed exponentially faster than is possible with
classical computers, which puts an enormous number of the world’s cryptographic
systems in jeopardy. The most widely used asymmetric algorithms RSA and ECC rely
on the difficulty of integer factorization and the discrete logarithm—both of which Shor’s
algorithm can efficiently solve. It can factorize large integers and break RSA encryption.
It can also solve the elliptic curve discrete logarithm problem, which means that ECC
is equally vulnerable to a sufficiently large quantum computer.

Post-Quantum Cryptography (PQC) addresses this challenge by developing
cryptographic algorithms and protocols that can be implemented on classical computers
and remain secure against adversaries equipped with large-scale quantum computers
(G S Mamatha et al., 2024). PQC represents a diverse set of cryptographic algorithms—
based on concepts such as lattices, coding theory, multivariate polynomials, or hashes—
that provide the three main primitives of modern cryptography: public-key encryption,
public-key signatures, and key establishment mechanisms (Marron, 2018).
8.2. Emerging Technologies
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The emerging technologies discussed earlier are rapidly being embraced in practice,
giving rise to a range of novel applications, services, products, business models, and
potentially new societal structures (C. Kessler, 2016). Ubiquitous RFID tagging and
pervasive sensor deployments further increase logistical efficiency, while biometrics
extends authentication beyond physical domains involving smart cards, access tokens,
or PINs to services such as accessing bank accounts and making electronic payments.
Advanced cryptographic schemes can enhance the capabilities and applications of these
technologies, allowing general-purpose computing devices to be controlled by software
and trusted hardware modules to enable tamper-resistant execution of securitysensitive
algorithms, along with handling of sensitive keys and policy-aware encrypted storage.
Such trust requires close integration with the operating system and middleware
platforms, not merely dedicated resources unattached to other application-level
functions. Overall, the convergence of new technologies alongside advanced
cryptographic mechanisms creates a fertile ground for substantial innovation and
transformation in various domains, from logistics and authentication to trusted
computing and policy-enforced security frameworks.
9. Legal and Ethical Considerations

Cryptographic systems exist within a larger social context that includes a policy
environment and a legal environment. Numerous legal requirements, in fact, apply
directly to information processing and the use of cipher systems. Laws and treaties
govern the export of cryptographic techniques, restrict their use in certain applications,
recognize legitimate uses on the part of individuals and organizations, outlaw usage
by entities regarded as hostile to the nation, criminalize unauthorized deciphering,
and protect the privacy of information.

One problem with laws referenced to the use of ciphers is the difficulty of
distinguishing between proper and improper use. The setting of policy for cryptographic
systems can be approached from the organization’s point of view, focusing on the
protection of privacy, proprietary information, and personal notions of confidentiality.
Standards or legislated rules have been proposed to support both goals.
9.1. Regulatory Frameworks

Congress enacted the Timber Regulation Enforcement Act in 2008, the Lacey Act
Amendments in 2008, and the Food Safety Modernization Act in 2010. The Forest Act
of 2004 established the Combating Tumultuous Trade in Timber Regulations (CTTR)
(C. Kessler, 2016). To combat illegal logging and related trade, the CTTR obliges entities
to supply through-chain verification of timber sourcing. Cryptographic verification
techniques are well-positioned to support tracking methods and efficient chain
verification. The US government has also enacted the Counterfeiting Improvements
Act of 2007 to address the growing problem of document and product counterfeiting.

Cryptography supports verification for a broader range of document types, such as
paper manufacturing documents, chain-of-custody records, purchase documentation,
production destination receipts, and sales records (Mohammed Khan et al., 2013). The
integrated additional information helps enforce a broader legal framework. Paper
security products combine cryptographic methods with manufacturing-process
information. Appendix C describes another product that uses a document-securing
approach. Cryptography underlies a document-security product.

The dominance of information technology has deep implications for the legal
frameworks needed to support commerce and industry. Established legal frameworks
govern trade, have mechanisms for fraud detection and problem resolution, and have a
near-global reach. The increasing use of electronic information and communications
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requires new security methods to prevent fraud, verify transactional information’s
authenticity, and enforce commercial agreements. Many new legal statutes, such as
the US SARs (Standards and Reporting) Greeting Card-Act, the EU VAT (Value-Added
Tax) regulations, and the UN Framework Convention on Climate Change verify and
regulate transactional information. New security tools are needed to protect private
information, verify transactional information, and support the enforcement of new legal
frameworks.
9.2. Ethical Implications of Encryption

Cryptography finds widespread application for protecting the confidentiality and
integrity of communications under a wide variety of circumstances. However, the ability
to apply strong encryption to the billions of devices connected to the Internet also leads
investigators to articulate what has become known as the “going dark” problem
(Mohammed Khan et al., 2013). That is, encryption can limit law enforcement’s ability
to obtain evidence necessary for ensuring safety and preventing crime. The concerns
apply not just to individuals transmitting data, but also to corporations and other
organizations, many of which are subject to special reporting requirements, which have
the potential to lead to major differences between the encrypted and unencrypted worlds
(M. Balogun & Ying Zhu, 2013). In other words, what proportion of files and
communications stored on computers and smartphones should law enforcement officers
be able to access? Should they be able to read an individual’s private conversations,
market information from a firm to its broker, or classified documents labeled as “top
secret” that are encrypted? These issues are among the most difficult currently
confronting government intelligence and enforcement agencies, as well as more
Libertarian schools of thought, which emphasize individual privacy above all else.
10. Case Studies

Characterized by a set of rules or a tuple of algorithms, a cryptographic process
governs the transformation of data (C. Kessler, 2016). These transformations may be
in the form of encryption or hashing operations. Modern cryptography is founded on
computational complexity assumptions and employs cryptographic primitives. The
typical cryptographic lifecycle comprises a sequence of algorithms designed for distinct
phases, facilitating the accomplished protection of input data or services for generating
output data or services. Building upon this lifecycle, an encompassing cryptographic
system can be designed, comprising all essential or supplementary phases to fulfil specific
requirements. Addressing an infinite number of such needs has led to the creation of
diverse solutions, each tailored to a unique set of requirements. Within this landscape
of requirements-solution pairs, standardization seeks to provide universally applicable
solutions for the majority of cases. The suite of standardized solutions depends on the
nature of the requirements, their scope and the degree of detail considered. In everyday
security encounters humans aspire to establish trust in societal relations, and here
cryptography plays a pivotal role as a technical means to enhance the perceived
effectiveness of such mechanisms (J. Brooke & F. Paige, 2013).
10.1. High-Profile Data Breaches

Data breaches have become increasingly prevalent in today’s interconnected digital
world. From identity theft to compromised financial information, unauthorised
disclosure of sensitive data can have far-reaching consequences — both for individuals
and organisations. The following examples illustrate the critical need for robust
cryptographic protection. The GDPR shielded 520 million user records from breaches
in the first half of 2022 alone (C. Kessler, 2016). In 2021, a breach of the US
government’s Office of Personnel Management Hunter Group database revealed
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personal sensitive data of 21 million government employees, rolling the disruptions
into 2022 (Tolba, 2024). The University of York suffered a ransomware attack on its
computer systems in July 2023. The ‘Move It’ file transfer software vulnerability exposed
documents from some 340,000 business clients of Accellion. Incident response plans
and encrypted data transmissions are crucial — and timely — defence measures in
today’s hostile environment.
10.2. Successful Cryptographic Implementations

The process to perform a secure communication between two parties is called
cryptography, and it remains of utmost importance for many essential applications.
Online commerce, communication, privacy, and even social activity require security;
hence one never naively trusts the integrity of Internet security. Encryption techniques
(e.g., RSA, DSA, Diffie-Hellman), length of keys, or even the overall system may be
important factors to establish security (C. Kessler, 2016). Systems such as blockchain
or cryptocurrencies rely heavily on encryption techniques to guarantee security.
Although fundamental to a large extent, common cryptographic standards are
vulnerable to more advanced technologies that may compromise security in the future
(Marron, 2018).
11. Conclusion

Cryptography constitutes an essential component of modern information security
processes and mechanisms, particularly in the increasingly interconnected computers
and communication systems of contemporary society. For example, commerce and
payments on the Internet, private messages, and stored passwords all employ some
form of cryptography. Various types of cryptography have been developed, ranging
from the classical Pen and Paper and Rotor Machines through the Congruence Class
and Turing Machine cryptography of the 1940’s, the Data Encryption Standard (DES)
and public key schemes of today, to the quantum-key distribution systems of tomorrow.
The fundamental goals of cryptography are to maintain confidentiality, data integrity,
authentication, and non-repudiation in communication systems (C. Kessler, 2016).

Rapid developments in information technology have rendered data security a
challenging issue. Sensitive information remains vulnerable to threats such as
masquerading, corruption, and denial-of-service attacks. Thus, maintaining data
integrity and privacy constitutes a critical requirement. Effective security solutions
necessitate the design of measures tailored to specific risk scenarios. Cryptography
emerges as a key tool for ensuring information confidentiality and securing
communications across networks. Open networks, including the Internet, remain
susceptible to attacks such as proprietary-information theft and eavesdropping. The
evolution of cryptography since its inception in the 1970s offers a cost-effective means
of protecting electronic data. Modern cryptographic systems encompass symmetric
techniques, which utilize a single secret key for both encryption and decryption, and
asymmetric methods that employ distinct public and private keys. Public-key
cryptography continues to be a subject of active research and development (Mohammed
Khan et al., 2013).

An enabling science supporting the next generation of telecommunications and data
networks, cryptography serves as an essential vehicle for securing communication over
insecure channels. Communications in the commercial and other sectors depend heavily
upon the successful design of many cryptographic algorithms and protocols for their
security. Continued communication and commerce over the Internet further emphasize
the need to design secure algorithms and protocols. Nevertheless, despite the success
in this area, the current cyber environment remains vulnerable to security issues such
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as denial-of-service attacks, malware distribution, phishing attacks, and identity theft.
In a high proportion of these cases, perpetration relies on weaknesses outside of the
cryptographic schemes themselves. Extending cryptographic techniques provides a
potential approach for improving defenses against these emerging scenarios, with the
focus extending to the protection of end-user authentication secrets, the defense of
network servers from bogus or malicious requests, and the safeguarding of secret keys
from side-channel attacks. The study of quantum cryptography complements efforts to
understand and design classical cryptographic schemes. The arrival of practical
quantum computation carries significant consequences for classical approaches to
public-key cryptography. Quantum cryptography, with its introduction of new
cryptographic tools, most notably quantum key distribution (QKD), allows two parties
to establish a secure key over an authentic channel using quantum communication,
irrespective of any other inputs to the protocol (Stebila, 2009).
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